IB 33:,“’;&';1;?33&5"""""“ R

Programm  DES/370 Lochhinweise hediaal 1 1 Progran
Zeichen ki =

Programmierer B@Xnd Fix Bats L2687 e Seite L,T\%l von. L3 O Prograr
Anweisung Karte el

Name Operation Operand und Bemerkungen Nr.
1 8 10 14 20 25 30 a5 40 45 50 55 60 65 70 78 80 1=
i .., PJTITLE 'DES/370 v1.0,, (c)&(p} Bexrnd R. Fix 1988-1995' ,b , b, ., ., ., .-, ..., .§#019] | ..
R AR RN N MR R . 1 LA
*l**'lﬁ*:k**‘*?ci ****I*?k’llc**'l'*********************************************** SIS AR Sl Ve I ST A MR e 9.3.@ | A
o s ! SOOIV 0L RV ar s Vo - gaor | . .

* PROGRAM-ID. IDES/37Q EN—/DECRYLION FACILITY * Lt Pt R S S I R . T 050

i .+ . . | AUTHOR. |BERND R. FIX. x e i s i e L U D 069

* _ DATE |WRITTEN. |09/16/88. . . . R e Lo
* . COPYRIGHT.| |- DES/370. ENCRYPTION FACILITY et R DR S e Lt b s 080 B B8
* o . CONTAINS RESTRICTED MATERIAL OF THE AUTHOR * . $.9.0 Al
e . (C) , COPYRIGHT BERND R. FIX 1988-1995 = * L .
) . LICENSED MATERIALS - PROPERTY OF B.R. FIX * = oo e
-  REFER TO CORYRIGHT INSTRUCTIONS _ . . . . . % & e v o R 1,
B REMARKS .| |THIS PROGRAM UTILIZES THE DATA ENCRYPTION * o ay St R R 10N 1. .
* STANDARD (DES) TO EN—/DECRYPT DATA. SETS e o % U S e R e e R 140 | R

= A SPECIFIED WITH A KEY SUPPORTED BY THE USER o R Lt T R e D N 150

R AL RN i e SR g ci e e R L A R 160

*‘***_*:k**,*.,k*****,******************:****l******************************* ].7.¢
CIF.’H.ER;.. CSECT S

LR | R12R15 20,9

USING CIPHE.R:R.l.Z. O % Y TSR " i

54 S R14, RETURN : R L b

IBM Form 76 682-1 IBM For
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Programm DES/370 Lochhinweise Fmbkm[][l] Prograr

; 75
Zeichen

1987 Lochung Seite L??I%l von 17_ ; Prograr

Programmicrer B€XNd Fix Datum

Anweisung Karte

Name Operation Operand und Bemerkungen Nr.

1 8 10 14 20 25 30 35 40 45 50 55 60 65 70 78 80

. B TA . EERO CRLE . o osa iy Dol B e g re s Ui e e R
Rt e SVC. /T 200 © o NeH s T e S e sl N e Rttt S R S
B RN R2.HELLQ o i i R i SRR PR

..... SVC, . 2009 il L S S e e W N s e S e
aASE S RO cRIME D e e s SR Ry OSSR S LTS

gi=

SVC, | PADR TR R S S A NGRS e T e NI RPRIMME R AN N o
L A R S N R ) il b e B Bl A S .79
...... BAuLuRu R|1|41|R115 Ol I S TR T T N W SO YN NN M R DN W CUMNMR WO AN (NN (0 AN (NI 11 M SN 1A N7 (P S s T o T ] s S ¢;B.° — a

MUT,  SEMODE 0 A e . . R
:‘_AJ I lel I;'IxNuE]'u Y ¥ 3.3 TO L 3 N - TR I L L S AN SR SR Pkt " " AR T " P e, _ M g g " g g P I |°|G
LA

R2, MYKEY

REFCIENTEN i CRARPETY GPUIPR O S S L S O PRy NI e b L s T T

R W R14,CONVERT | o o ibeds W v i b o o e T
AL LA BER2 CRLE " 4 o uo . o d i 0 iy wl oo v's cnipie s op vy cauiy SRRl -

| svC . | 1209 . S PSR PSR I SPTTH MINPHRPIO0  GPRP (7 L o o e o W
N LA | |R2, TXTKEYQ, PO AT © s . -1 . s B b e T e DT g
$V.c. L 2.0.91 " I S 1 1 P e S L " Leadk ‘|G|°

LA | |R2, TXTKEY A N i G RR
SVC, | 1209, TIPEIEPE SR . IR S RPRIPCIIPRE L L S o SNIRIIE L R e
R Sl T D L REPRPRRIPRES. OO v, e s G G -
RI4EKEYSCHED . . . o sl el o 0 0 By 0 e e S o 200

11111

BAL,

LA . | |R1,LINE2
LA

BAL

R2, BLOCK

T S SN T Y S TS S AN M Pt SMPUD SN (A T S U AT T i e LT R PR S e I R e S e e il
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System / 360 Assembler

IB

Programmschema
Programm DES/370 Lochhinweise Peibiam []:D Prograr
Zeichen ki i
Programmierer Bernd Fix Dotom 1987 Lochung Seite Lﬁj%l von 17 Prograr
Anweisung Karte it
Name Operation Operand und Bemerkungen Nr.
1 8| |t 14 20 30 3s 40 45 50 55 60 65 70 78 80 o
iR EROCCRLEL G o e e W e Y
SvC, 2085 s o 629 A
1 LA | R2, TXTBLOCK | | o ; MR GR Y e e RS L.
; avee S 205 b o i b S 1 .
LA | R2  TATEEST i R e i e R i I R S 059
SVvC, VAU i ; i : 060
La | R11,BLOCK | NI PSRN PP (0 S R G S S 0,79
...... BAL, R14,DES , . : : e e . e pESE | . .
MvCc, . | |[TEST(8) ,BLOCK, , , ., . . ... .., i : 099
MVI MODE, 1, SRR A . 1.0.9
. = LA | R1,LINE2 . . . . ... ... Ay
; LA | |R2,BLOCK b e w4
: i BAL, R14,CONVERT , , L ; Ny i i e 10N 1. .
| TA R2, TXTBLOCK , . ., . . ., ., - e 1498 | . .
g SvC, 209 i E T PR F : L
LA | R2, TXTDES2 o o o . AN . : : 169
svC, 209 ? e W 1,7.9
LA | R11,TEST i b RS
ol BAL, R14,DES | ; D .
..... L B TA R1l, LINE2 200
LA | REAEEST S il .. S : NIRRT SN S LN R T
BAL, R14,CONVERT | s i e e R R '
..... i LA | R2, TXTBLOCK " : s
IBM Form 76 682-1 IBM For
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L e e 1B
Programm DES/370 Lochhinweise - PmblemD:D Prograr

Zeichen = =
Programmierer Bernd Fix Dotom 1987 Lochung Seite Lﬁjiﬂl von 17 Prograr
Anweisung Karte e
Name Operation Operand und Bemerkungen Nr.
1 10 14 20 25 30 as 40 45 50 55 60 65 70 78 80 i:
SvC. . 2090 S0 el S i RRNET e Tt R T SR, o, o LR e Dl e TRy LS
....... AT B ROV CREE Ieib e - Rliis o2 e i e e b S By

; SVC 209 ... i M - (gl SN R MPRAPNGOE S e A 0 W o .

Rrs T RIS =VAPETY 20 . . o . = G A N L0 o B : gaor | . .
....... EATRC SN R14-RIGET B e e e s S S
....... A 38 S ) A S R RN e e, | W RS- I L RN T 069
....... SvC, | 2007 R R L e N SR Al S e .79

f LA | | RZVBYF S | s ; SRR T e : e Paen | . .
....... SUC SN 200 0 S ik S L e b TR 9.9.0
....... LA | ROCRIEEE L e 100
..... . SvC, | 209 SN, Lo G et L e L R e S i

...... ) RIAURETURNE 28 e e o ol o 0 il 00 S 120y 1. ..
. e BR . WER14 . 4 oy . . . Programm beenden. . | i, o i i |
e WSS RO S i ke il g o A R R e e e e IRl 1. .
SAVE | DS 18F | B o Sicherungsbereich, "ot o 0 0 L e B 1
RETURN DS Y ARSVRE RN . : : 160
MYKEY | |DC X'8000000000000000" . . . . £ 17,0
BLOCK, | DC X'0000000000000000" , . =L B R T t e .
TEST | DC | X'0000000000000000" . PR D L o i, o o anle s e 1P ] .
LINE . o, DC .| LOCHEC C ST e & o SRR R0, T o Lol R ] 209
HELLO, , | DC C'DES/370 L VERSION 1.00 (C) BERND FIX, 1987, 88%' = |
TXTKEYO DC C'DEFINED KEY: &' = : ey o oo tel SRR e S iy
DENEES. DC LOX EO.CLORR e T el g o o o e R L . A
IBM Form 76 682 -1 IBM For
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IB 3&‘;&‘:;?33“&““"'“ | R

Programm DES/370 Lochhinweise Pmbkm[][l] Prograr

Zeichen = i
Programmierer Bernd Fix Dotom 1987 Lochung Seite Lﬁj%l von 17 ) Prograr
Anwsisung Karte —_—
Name Operation Operand und Bemerkungen Nr.
1 8 10 14 20 25 30 35 40 45 50 55 &0 65 70 78 80 _1:
TXTREY, , . B DC .,  WNG'CALL KEYSCHEDULE-ROUTINE-,. ;$'( . . .., o, 0 oo 0 o e o S
TXTDES1 . DG'. NN C'ENCRYPTION OF BLQCK.. -8/, ..o s 0 o e it U U S |
TXTDES2 ., . B DC ., . B C'DECRYPTION OF BLQCK,..$' . ... ., . . ., . . .0 vi vy HEPY e oA B . e
BYERS el DC . . | |C'DES/370 TERMINATED.S$' . . . . . . e B o bl b i R g | . .
OXTRTrOeK AN DC . ENC'BLOCK: &' oo . oo s G S S S 459
Ric2 L. S DC L 16X MR e s R R R e e O i e s T
EETRE SN O C N Cist e e INE S I B R s 9.7
S Y L i U PSRRI COUPEE G RPN R S e L e .

CONVERT . | | UNPK, | |0(15, Rl),px&,az) PR A o P e e PR

T E Y R N W (WO ol R T B DT Yo o A et ol £ A5 B . e el DR SIS VL R Rl il T S T SINENTVSRAY RIS DR Y WG SO Tt Wl TR TN ST (M TR, (R (. Pt TR (L (S ol oMot (LA (N MR WP e S I.a.@ S

Ilcl gl Rl'zl 1'_5_|(J_R]i)1 TR TN RS TS S M G S (0 (VN WA WAL TN R (R ey e | Y SR U R LIEE GUSULL S ol G TS e s SRR TR P I L R T TR R e TS A ST [ TR Bt Ir]|¢ —t
$R|Lr| 32I4jxlllxn|1|||r|11|-||||-|11|||_(|a|11||||l|1||1||n||1|a 'Izlo

AL STC. . | |R2,15(R1), W S PR SN i 2 i S Wiy ety e 198 1. .
...... | oC ., | l412,R1),-X'FOF0' e e e L il O N R e S

|||||||

||||||

PR EER QiEe., RINS, CHTEARFE Ol L e e B L T SRR T e EN 159 g1
g BR R1G L0 N o TR B, SR PRIl MOAL g SOME AT 160
cvrTaB, . Bnc | [l240ci*r W IR B s e
..... k= ) DC. " X'FQE1E2F3F4F5E6F7E8F901C2C3C4C5C6j.k L AT TR S TR E B
s A 40 it T e, ool R T B e R e el . LT S s R,
B g e LTORG ,,,,,,,,,,,,,,,,,,,,,,,,, U T T D MR, e 20.0
RS & o STM R14,R12, 12(R13) AN Slchern der R_glster ............. e
107 W R2:STACK , o8 S8 S , Stackbereiche miteinander === === = = Y A0
L A ST . | IR2,8(R13) . . . .. . .. . verkotten. \ . o e i b
IBM Form 76 6821 IBM For



System /360 Assembler

IB

Programmschema
Programm  DES/370 Lochhinweise pedeall ) Prograr
Zeichen ki i

Programmierer BeXnd Fix SRS R e Seite Lﬁ‘%' von 17 Prograr
Anweisung Karte e

Name Operation Operand und Bemerkungen Nr.
1 al lio 14 20 30 as 40 45 65 70 78 80 e 0
S oL R13,4(R2), . . i g M S SR 1.
B . IR . ENRI3 R2, . e ..
. MVC, INBLK (8)., O(Rll) .. 2u kodierenden Block holen. , ., . . | R . e
BAL, |R14,INIPER, |, ... . Eingangspermutation ausfuehren. | L

LA | R8 KS s . R8 = momentaner Schluessel. 0590

LA | ROZ:85 Syt . R9 = Offset naechster Schluessql IIIIIII 060

™ | MODE, 1, | . Umsetzungsmodus = Decipher ?» . | .79
..... BZ $32 .. . Nein; ——> S, & AR seeh | .

LA | R8, 120 (R8) . _ . Reihenfolge K16 47 R ' 090
Y LNR R9,R9 . => negativer Offset Bor 58 . T 1
OB2° i 1A | R1.0 E6WE - & ., .16 mal die Ver. —Funkt:Lon aufr b Fr L
L. .. | |R1,QUTBLK | . . . Die Variablen R und L f,e.si;l.egaen.- s BNt 28F | . .
H TR ST R1,L i GG, o o s SRR SRR B L e s e L i .,
iy R1,OUTBLK+4 o 1§ s

S RISR. . T80 Sleh g, oo 150

$14 Ty o ROLR e . RON=" f(RO Kn) 1st d1e : 160

BAL. R14, FUNCTION . Verschluesselungsfunktion. 1,7',3
X RO, L .. . Erg. RO ex-or mit L 0 ke e S N,
ot MVC, L(4),R, ~neues L = altes R ¢ D

ST RO,R | _neues R = altes L + f(R Kn) 200

AR R8,R9 . . . Naechsten Schluessel. , 47

i BCT R10,$14 . . Schon 16 mal durch? Ne:Ln > oo o G R
L s, 37 Bl S _Den Block fuer die Ausgangs-— | . b,
IBM Form 76 682-1 IBM For



B | | A

Programm DES/370 Lochhinweise ProblemD:]:l Prograr
Zeichen = i

Programmierer B@Xnd Fix Bats L2687 e Seite ]_?le von. L3 O Prograr
Anweisung Karte s

Name Operation Operand und Bemerkungen Nr.
1 8 10 14 20 25 30 35 40 45 50 55 &0 65 70 78 80 _1_
S ST , PRI, INBLK , , , , ., . ., . permutatiop nach INBLK bringen. , ., ., ., ., ., .-, .. . . §e19 | .
Cwe i SRCEER. 358 RN N e S sl G e M e T ISt AU RN S g8 1.
7O L ST R . TNBLESA “Uie - i s iy, R 2 COMDREIN g S 50 il Bl R o
....... BAL,  SERI14 FINPER, fo , . 5 gof oot o B Coioaii e s e i

....... Mve . BN Q(B.RIT) OUTBLE | oo a0 - ST S

....... Lo Lo RIZ STACKAD | o e v e o B R e

..... Sy M R14,R12,12(R13) , , , , , , Register zurueckholemund . =~~~ = 11079
P R BR- THERIA & . . ... ., Ruyecksprung. . . . . s

STACK, , . . DS  WWiI8F, ., . . ..., . . ... . Rettungsbereich f£f. Register. . = PR
REES e DO D _Variablen f. Kodierung. L |
B L DC | | IORROR o e AT (5 RGN, WO L LT Lo e SR SR A
MODE , & | DC | b, i 0 [P EL RN 0 (5 I B S s I o PRIME SO i e L 1L ey | . .
LA RO W SRR W et W PRIl e e Y e
INJPER, . . [ TA ,  HBR2,8 ., .. . . ., 6, Acht Bytes (64 Bits) werden . AR . L o [

i XR BRI RL C 0 el o Permutdertil RS RIS T T 159

AT IC ., | |[R1,PERTAB-1(R2) , , , , A Byte#(PERTAB) wird generiert. .. == 160

..... J. QIR WR3 8. 8 o % Acht)Bits sind zu bearbesten St i BRSO
B2 e o LA | R6,INBLK-1(R3) ,  , 6  Permutation wird generiert, . 11186 | . .
. ICM, | R5,B'1000',0(R6) ,  , , indem in ein Ziel-Byte das jew. SN ey o o

SIDL, | IR4,1 ., . e s o linkeste Bit der 8 Quell-Bytes SIS S 209

STCM, | R5,B'1000',0(R6) ., , , A geschoben wird. | i

e BCT SRS 52" . o7 I e . Schon alle Bits durch? Nein:--> = R o
T A STC, | |/R4,OUTBLK-1(R1) Speichere Resultat. =~~~ . B
IBM Form 76 682-1 IBM For



B | | A

Programm DES/370 Lochhinweise ProblemD:]:l Prograr
Zeichen = i
Programmierer B@Xnd Fix Bats L2687 e Seite Lﬁ‘%l von. L3 O Prograr
Anweisung Karte s
Name Operation Operand und Bemerkungen Nr.
1 8 10 14 20 25 30 35 40 45 50 55 &0 65 70 78 80 _1:
S A BCT ., MWR2,81 , , ., ... ,.,.,,,}5lle Bytes generiert? Nein:—->,6 , 6 =+ ' v, & VNN N,
e i NN ER O EER1A TR oo PerEiq. sl RPN e R e S R |
CFOR. Lo e SR Wil NSRS P I G I RN S MR SRR el s Al L. LSS R |,
FINPER, . . A R2,8 Loty o o o s JAcht Bytes zy bearbeifen in o inile S o e gaor | . .
....... ¥ MRI,RI . der Schlyss-Permutationm. . . . . & SNy
Gl S e IC . | |R1,PERTAB-1(R2) , , ., , kB Byte# (PERTAB) wird bearbeitet, ., .. . . == [1é69
..... ki LA . SSENR6, INBLE-—1 (R ) o e e E e e
s T ECM. FREREERL] 000" QO (REJS L o IR L e et e e e R T
....... LA  ,WMR3.8 6 . .. .. ...., Bcht Bits pro Dyrchaang. | g /0 0
$4 IC | |R4,OUTBLK-1(R3) | Die 8 Bits des Q-Bytes werden = = | L |
....... SILDL, | |R4,1 ,  , ., ., .. .. ..., von links her bitweise indie, ,  ~ bltael L.
A STC. . | |R4,QUTBLK-1(R3) , , , , , 8 Z-Bytes geschoben. . | RN 1,
Pea s BCT . SN R3 S4.. 5.4 ... ..., sSchon alle Bits durch? Nein:--> . . .. ... . §130] |. .
TS g e RECT, BER2 S3°. , ... ... .., . Schon alle Q-Bytes? Neint-=> 1" S AR . L o [
....... BR W RIA. 0 el L, JFerbdgos aasl TR L TR BT T T e T
S O, S b B RO B . e e AR e o s S 160
..... DSic. WEORE o S ool To 0T et G
INBLK , | DC | | BXRO00 ' o e . 0 FHOuell=Bytes. i b i ey SRR S N R,
OUTBLK, | DC | B e L LA Ziel-Bytes = == e e e B SR O SR D o
PERTAB | DC "  WEX'428 3,7,2,6, 1,54, , aTabelle fuer FP '\ . 0 G i e 200
*
KEYSCHED STM, | |R14,R12,12(R13) | . Sichern aller Register. = = = = e 4
5 AR MvC EEX(8) ORI o i o o e st THEL L S e SR : Rk
IBM Form 76 682-1 IBM For



B | | A

Programm DES/370 Lochhinweise ProblemD:]:l Prograr
Zeichen = i
Programmierer B@Xnd Fix Bats L2687 e Seite Lﬁ\%' von. L3 O Prograr
Anweisung Karte s
Name Operation Operand und Bemerkungen Nr.

1 8 10 14 20 25 30 35 40 45 50 55 &0 65 70 78 80 _1_
T A XR ORI BRI i s ety B g S i i RS R R
RS h NN TR RO TS .., Siepen Bytesg ist TEMP lang. . .. . o0 = o0 il T g8 1.
S o0 R IC . . | |R1,TAB3-=1(R2), , . . ., , .  Davon Byte# (TAB3) berechnen. . . WAL e . T e
....... T R4, TEMP-1(R1), . , ., ., . TEMP ist das Resultat. - . . = oo S0 S i .
....... 12, MRr3'8. .. . ... . .. ..  Acht Bytes jst der KEY lang. . . .~ Es¢
ORIl LA | |IR6,KEY-I(R3), , ., , ., ., ., . . Die Permuted Choice 1 (PC-1) . . . o0 0 o i
..... 3 IcM, | R5,B'1000',0(R6), . ., , . , laesst sich auch durch einfaches . . = =~ = 11078
P R SLDL, B4R4,1 , , . ., ., .+ ... . bitweises Schieben des jeweils  |1080) | ..
....... STCM, | |R5,B'1000',0(R6), , , , , , linkesten KEY-Byte-Bits pach = |loo¢
....... BCT . WR3,86 . . .. .. ..., TEMP erzeugen. 8 x durchlaufen. =~ .~ . =~ =~ == S |
....... STC, . FIR4,TEMP-1(R1), ., ., ., ., . Speichere Resultat-Byte. B . B . . . . . ., . . .. . .§#§;e} L.
R W BCT, , ||R2,85 , .. ,.,.,..,,, Alle Bytes von TEMP erzeugen. . o s et U -
HAPRO Lo . . BRI TEMP , - ., .. v. .., ,”8ys TEMP wird die Varigble. . .. . o s Ciey LSRR )

...... SRL. . BR1,4 ", .2 ... ... Cberechnet, . .o o, b 0 e e
..... i st . |I/R1,GO , . . .. .. ...,  Speichere die VariablecCc. . = = = ... I}h5s9
IR . EERIVRL | e o, . Variable'Digemaess der Dafd—— s 160
..... XRoo, BEROIRO NS o 9SS nition berechnen. i R Bt RS
..... ICM ~ EERIVB'1110', TEMP+4 . . "W 8 o, . oo O B L R
....... SRL, . BMR1,4 L . . 6 . T s  T ARPTRT  RPUERVIIIP (PO o vt T T e
NI , . TEMP+3,X'0F' | RO G A PP b oo e 0 et B TR 200
IC ., | /RO, TEMP+3 | oy o IO W e e ot . J

5.4 QR , . BAR1,RO NS e ¢ LA e e RS 0 o g
A ST CUNRRIL DO i R e Variable D speichern. =~~~ . B

IBM Form 76 682-1 IBM For



IB 33’:;:1’::,333,2"5‘*“‘*"“ IB.
Programm DES/370 Lochhinweise - ProblemD:D Prograr
Zeichen = i
Programmierer Bernd Fix Dotom 1987 Lochung Seite l_%i%l von 17 Prograr
Anweisung Karte —_—
Name Operation Operand und Bemerkungen Nr.
1 10 14 20 25 30 a5 40 45 50 55 65 70 78 80 i:
e A | /R2,16 , ., , .., ., ., ., ., , 6 Insgesamt sind die Schluessel ROy & .
....... A . - BIR3,KS , . ,,..,....,,. Kl bis K16 (in KS) zu erzeugen. NI e B, £y
ST, IC . . | |R4,TAB4-1(R2), , , ., ., ., .  Dazu werden CO, und DO um (R4) ., , ., . . ., . . . e R
....... XR , . | |[RO,RO |, fa o .. ... Berechne dag rotierte CGO. .~ 0o S0 o
....... e S R1 cOME e e e T s S
....... SLDL ROz (RN O G gt haiy it e O T R 060
....... SRL, | RIG'd b o ok R L AL PR ke o 0,79
g OR RIRO S e ol SRR AR Peds . : e | . .
....... ST S RIECO. AN RS L S i T 9.9.0
o XR ROGROSSS S e Berechne ,das rotierte DO. . o "= S0 G L
....... Liea R.l,DQ“.l,._L.........,,.,... F N
...... SLDL RO, 4 (R4), . e . E e
: # SRL, Rl dust-n o4 09 gl e W N B PR 1 L
OR | R1,RO - e T o L e it e el 0 b S e IRl 1. .
; ST | RIZDO ot Sben 0 0, Gt IR RN R R S e S I T L
XR | R1,R1 | Bigia. s s . B AR SR : 1690
....... LA R7,4 oo Fuehre d:l.e Permuted Cho:.ce 2 1,7 0
..... LA | R6, 24 .. . ... ,aus durch direktes Abfragen : AR 18.0 E
$33 ., .. LA | R8O e o ol von Bitstellen der Bitstellen—- = = 1o 1.
$34 IC .. BRIl 1?C.2,C,1.(RG) ....... kombination CD. . . . oo oo 209
L, RO, MASKE R e e il o bt AEREIE Y
SRL, ROZSURLY o7 e s o A R ST e R A
T A L R5.,MASKE.4 ................................. .
IBM Form 76 682 -1 IBM For



) ) ) |
IB i‘:’:;f;:‘,;’..’;"i‘i.:?:f’“"“""” IB
Progromm DES/370 Lochhinweise F‘roblemD:D Progra
Zeichen = =
Programmierer Bernd Fix Dotom 1987 Lochung Seite [Téu%l von 17 Prograr
Anweisung Karte e
Name Operation Operand und Bemerkungen Nr.
1 s| |0 14 20 30 as 45 50 55 60 65 70 78 80 | RO
2C R4, WORK-1 (R7), AR S PRI Gt A7 J0 e TP ARI RO B S5 G T No 101 | ..
N.. .. FIRO,CO . RN 029 i
? BNZ. | |$35, . . o it . PR GOR o SR E o S R | .
2 des LA . MIR5,0. ... ./, L i e avE | . .
$35 SLDL R4 1= b e Rl R e PR B R D S 959
STC, . R4, WOR-K-l (R7) e : G L : 060
IC R1,PC2D-1(R6), RS | PSP IO e GOSN L b .79
...... ) R RO,MASKE | . . Ll T e . e e | . .
SRL, | |RO,3(R1) R : : 099
L R5,MASKE : : - ] 1.0.0
i . IC R4 WORK+3(R7) o I B Saa M > 8 . ML 1.1.0 (e
b d N RO DO e e e el (o RULN 1
. o BNZ, $36 . e , ! iy iy ot 1o 1. .
s /LA | |R5,0 : o - e 180 | . .
$36 SLDL R4,£1 : ; BT " 0
SIECHE R4, WORK+3 (R7) s ; e A i z : 160
BCTR | |R6,0 e e W 1,7.9
BCT, R8, $34 TR e 180
9 BCT R7,8$33. W 1 . .
‘‘‘‘‘ 8 NG WORK (8) , SIGBIT 200
MVC, O(8,R3) ,WORK . . . . . . SR . SRS R R T
107 W R3, 8 (R3) Adress:Lere naechsten Schluessel FYe S FE
..... BCT, [ IR2,87 . | .Al.l.e.1.6. Schluessel erzeugen. . b
IBM Form 76 6821 IBM For



: ) ) ) :
B IB.
Programm DES/370 Lochhinweise pediers D:]:l Prograr

Zeichen = i
Programmierer BeXnd Fix SRS R e Seite L%%' von 17 Prograr
Anweisung Karte s
Name Operation Operand und Bemerkungen Nr.
1 10 14 20 30 35 40 45 50 55 60 45 70 78 80 _1:
' LM JERR1A R12:12(R13) e i Hole 'Regaster.. i S s ey £ 0 B
A SRR R4 LT R NEA S 5 = 1= SNBSS BN e |
PO Lol R e A S N IR S B R L (RN L 4 i gy e SO R
TAB3 bc . .| |x'5,6,7,4,3,2,1' . .. . Tabelle fuer KeySchedule ., . . . . .. ... ... ... ..., gk 1. .
TAB4 De . X102 202 202e2 1, 2:002 282 2,0, Tt o SR S 459
PC2C DC . BAL1(5,1,24,11,17,14,10,21,6,15,28,3) , . . .. 220 g 060
..... DC . . BEALL1(8,26,4,12,19,23,2,13,20,27,7,16) , , . . . oo
PC2D Dc . | |AL1(27,19,9,3,24,13,20,5,17,23,12,2) | Rt U B : : gaeE | .
....... DC . . BIAL1(25,6,28,11,21,16,4,1,8,22,14,18) , ., ., . . . ..o oo 090
MASKE DC | |B'10000000',AL3(0) , , , Maske fuer Bitstellenabfrage = = L |
SIGBIT,K | DC gB'Qo1i1iil' , ., ., ., Signifikante Bits A, . . . . . . .. F N
TEMP , , , D¢ . . |2r'Q' .. . ..., ..., Resultat-Speicher. . . . . .. .. : SNt 2er | . .
WORK | DC 2F Ok S .. . Arbeitsspeicher. iy et SR 1 .
SR DC EY0 ; e variablee . .o . aglo SN EE e HEREE 1498 | . .
DO DC FUOE . R TN Variable = kg dp e TR DR T T 159
KEY DC 2ER Q. . Schluessel fuer DES! === == Lo o e ST L 160
RS DC 32F'0", i 16x 64-Bit-Schluessel Kol = B0l RS R 1,7.0
e L. : ST 5. e LSS T N e O SRR B R TR WC s R IR e t e .
FUNCTION STM, R14,R12,12(R13) . | SRS S el i G S ) [
La | R2 88 . .. _Acht Bits pro WORK-Byte. . = .. 209
i LR , | |R5,RO | . ...  Auf 48 Bit expandieren. . g
$8 LA | RSN >\ ol . . 4 Byte ist R regulaer. b g8 Gl ML e !
o IC R4, WORK(R3) o, . . . . Schiebe das jeweils linkeste =~~~ . B
IBM Form 76 682-1 IBM For
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IB System /360 Assembler

IB

Programmschema
Programm  DES/370 Lochhinweise F‘roblemD:]:l Progra
Zeichen = =

Programmierer BeXnd Fix SRS R e Seite ]_nl%| von 17 Prograr
Anweisung Karte P

Name Operation Operand und Bemerkungen Nr.
1 10 14 20 25 30 a5 40 45 50 55 60 65 70 78 80 _1:
: SLDL, MMR4, 1 , .\ . gu. o, . Bit yoruR in das pagchste, | 0 i s S
A .| | STC, .. | |[R4,WORK(R3) ., . .. zykl, Byte von WORK. b & G
. BCT SR, SO Lo iar . Wi Alle d Butegimit 0 200 @i Y e s o
BCT, . .RZ’ S8 sl Lo g .. ., . Jeweils 8 Bit durch° Nein;-——> . gaE 1 . .

XR ¢ M R1 BT i ¢.5,0

IC . . | |R1,WORK+1 . Die beiden "Rand"Bytes von | 969

IR , K BMRO,RL , k6 . WORK sind um eine Stelle . . . . . . ., . 9,70
..... SLL, ., | |RO,7 . ., nach links bzw. rechts ge- = . | ey | . .

SRL, RILS1el s . .= . . schobene Bytes des:inneren . ' .90
h OR R1,R0O Sl . WORK-Feldes. Horge 1.0.0 P
STC. R1CGWORKED. 5 ciies, = wihuf. diese We:Lse wg:;:d]ep AUS e o8 1,10 L
XR | RIRIL ST e s e e . aden 328 nnerent Bits: durehvss i N T 1 128 1 . .
e, IC R1, WORK+4, i LﬂanUfuegen von 2 Bytes (16 ,BJ.-t.) ........ 10N 1. .
SLL R1,1 e . die benoetigten 48 Bit. == A 1,

LR RO, R1 e AT VPR ST A 159

SRL, RO, 8 | e - : 160

OR . | |R1,RO = s, . T 17,0
STC, R1,WORK | iy s e e SR T
il A | R2,8 _Die Bits des Feldes WORK : 4 190 |

: LA RO ~muessen noch in die nieder- 20.0

B b R 3 .. . wertigsten 6 Bits der Bytes 47

$10 La R3,6 _im Feld TEMP gebracht werden, Gl o
T el LA R6, WORK~1 (R3). _was durch shiften des jeweils | . b
IBM Form 76 6821 IBM For
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IB ;ystem /360 Assembler

IB

Programmschema
Programm DES/370 Lochhinweise ProblemD:]:l Prograr
Zeichen = i

Programmierer BeXnd Fix SRS R e Seite ]‘nl%l von 17 Prograr
Anweisung Karte s

Name Operation Operand und Bemerkungen Nr.
1 10 14 20 25 30 35 40 45 50 55 &0 65 70 78 80 _1_
! ICM, | R5,B'1000',0(R6), , ., , , , linkesten Bits eines der 6 Bytes, ,  , , ., . . . . B0} | . .
Biel (SN STDL. AEERAL T e g .. in ein Byte von TEMP geschieht. ., . . . . . . g8 1.
. STCM, BUR5,B'1000',0(R6), , ., , .. . . . .. R L LRI L .1, aall R o WAL e . T e
....... BCT R3Sl e Lo > gaor | . .

,,,,,,, N R4 STCRLT 8. - e T G S S

....... STC, | RAGPEMBRERI VI i e ol ol o U iU o DR 060

..... DR Il R L R ok el i s R E e e
BCT, | R2:S108 = i L R R R e T : . Paen | . .

....... X .| |TEMP(8),0(R8), ., ., .  , Exklusiv-Oder Verknuepfung APy 090
e O 0T gwischepn TEMP und Kn ! = .. = 00 o0 o e Ly |
....... XR RA RASUE 0 b a7 o L ot R L T U A
..... A  |/R2,8 .., ...,.,,. Aus den 48 Bits, die in 8 Bytes SNy | .
RN LA | R3,STAB , . { . . . . untergebracht sind, werden jetzt = | 1o .
S e IC R4, TEMP-1 (R2) . . nach Tabellen S1 bis S8 jeweils | A |, .

IC . BIR4,0(R4,R3) . .. . ., 6 Bit auf 4 Bit komprimiert. =~~~ 159

SRDL, BiR4,4 , , , ., ., ., . . . Das, Exrgebnis hat dann 4 Bit x 8, = | 160

..... Ly, BRI 64 (RIVPS S o0 also genau die benoetigten , . .. . ... ..  Hi1e
..... BCT, | |R2,812 . @....,32 Bit, die auch Rund L lang . |18 6f | .
. ST % R5,TEMP ISR oo N R Rt il gt o SR " S

s LA L L BIR2,32 .,  , :  Piese 32 Bit werden vor Rueck—- = == == = = . 200

$37 IC R1,PTAB-1 (R2), .. . kehr zum rufenden Programm noch >

5 L,,, BJROMASKE ., . 6,6 ., . . permutiert. e R R RN I 4
5 AR SRICSEIER0 S0 (R 06 S . e 70 W S e PR - R S . Bl
IBM Form 76 682-1 IBM For



System / 360 Assembler

IB

Programmschema
Programm  DES/370 Lochhinweise F‘roblemD:D Prograr
Zeichen ki =
Programmierer BeXnd Fix SRS R e Seite L%I%' von 17 Prograr
Anweisung Karte e
Name Operation Operand und Bemerkungen Nr.
1 10 14 20 25 30 a5 40 45 50 55 60 65 70 78 80 _1_
....... L. BROUMASKE o6 o Seis EK e (AN LT
i Noe RO, TEMP , . 029 R |
....... BNZ, BB i e e i e dahe e
e, 1A .. | |R5,0 s R b e B Gie sl b e b S dagl L. .
5381 = = SLDL , T R Y S TN 1 O Ot O SR V0 PP ITETOME 3: i Lor e L i e LR s 959
,,,,,,, BCT, R2,$37, . RO A B 69
....... ST | 3L T | LRI D ST PRI AR v ait, DR L G O S s s 0,79
M | R14,R12,12(R13) | LN o R e e paay 1 .
....... L, . RO, TEMP In RO steht das Ergebnis. . . . . . . .. . . 1106909
- BR 1 S I BOTEIa. I L .
B e b TN U R NTBNDTR L G SRR R N T T R 1,19 R
PTAB DC ALl (24,3,10,21,5,29,12,18,8,2,26,31,13,23,7,1) ., . . . . i L2y | . .
....... DC ALl(9,30,17,4,25,22,14,0,16,27,11,28,20,19,6,15), . . . 1 | .
STAB DC | AL1(13,1,2,15,8,13,4,8,6,10,15,3,11,7,1,4) . | 1Sy | .
DC | ALl (10,12,9,5,3,6,14,11,5,0,0,14,12,9,7,2) | 159
DC | ALl (7,2, 1008, 4,14,1,7,9,4,82,10,34,8,2,L3) &, oan oo, o ine T 169
....... DC | AL (0,15,6,82,10,.0,1350 15 ,3;3,5,5,6,8, 1130 8 & B0 tlEEEE
....... DC | ALl(4,13,11,0,2,11,14,7,15,4,0,9,8,1,13,10) | Sl e |. .
G DC | AL1(3,14,12,3,9,5,7,12,5,2,10,15,6,8,1,6), . 198 . .
DC AL1(1,6,4,11,11,13,13,8,12,1,3,4,7,10,14,7) | 209
DC ALl (10,9,15,5,6,0,8,15,0,14,5,2,9,3,2,12) | 5
S 0 L TN Dc. A.L.l(l.zllo.’11,1.5’»1|014-’-1$’12[ 9.’.742.’,12.’.6’.91’18’.5.) .........................
L A DC AL1(0,6,13,1,3,13,4,14,14,0,7,11,5,3,11,8) Bl
IBM Form 76 682-1 IBM For



: ) ) ) ) :
B IB.
Programm  DES/370 Lochhinweise i T 1 Prograr

Zeichen s
Programmierer BeXnd Fix SRS R e Seite L%Q von 17 Prograr
Anweisung Karte RS
Name Operation Operand und Bemerkungen Nr.
1 10 14 20 25 30 a5 40 45 50 55 60 65 70 78 80 1=
....... DC . | AL1(9,4,14,3,15,2,58,12,2,9,8,5,12,1%,3,10) , . . ., . . .oy 2 UL e
....... DEE. AL1(7,11,0,14,4,1,10,7,1,6,13,0,11,8,6,13) , : oy g8 | . .
...... . RO 8 ALL1(2,14,12,11,4,2,1,12,7,4,10,7,11,13,6,1) (o, 0 o
....... DCE ALL1(8,5.5,0,3,15,15,10,13,3,0,9,14,8,9,6). " . oo o Gl ol U a9l [
....... pc . WA (4,10, 2,8.3,312.19,7,4001,13,14,7,2,8,13) 0" Rl
....... DC . ALl (15,6,9,15,12,0,5,9,6,10,3,4,0,5,14,3), 2, A7 069
DE. Arl(7,13,13,8,%4,31,3,5,0,6,6,15,9, 0,10, 3) o 0,79
DC . | AL1(1,4,2,7,8,2,5,12,11,1,12,10,4,14,15,9) e FRD e asel | . .
....... DC | ALl (10,3,6,15,9,0,0,6,12,10,11,1,7,13,13, 8) 0.9.0
....... DC | ALl(15,9,1,4,3,5,14,11,5,12,2,7,8,2,4,14) 100 :
....... DC . | ALl (1o0,13,0,7,9,0,14,9,6,3,3,4,15,6,5,10) | i L,
oc . | ALY(1,2,13,8,12,5,7,14,11,12,4,11,2,15,8,1) 1288 1. .
i DC | . ALl1(13,1,6,10,4,13,9,0,8,6,15,9,3,8,0,7) , . . . . . .. . .. IS 1,
DC | | AL1(11,4,1,15,2,14,12,3,5,11,10,5,14,2,7,12) | 149 IS
pc | AL1(15,3,1,13,8,4,14,7,6,15,11,2,3,8,4,14) = 159
DC | | ALl(9,12,7,0,2,1,13,10,12,6,0,9,3;13,10,5) ., .o e 160
& DOy, WEATH (0, 133148809 10,1107 10,334,15,13, 4,1 20" 8 0 S 17,0
....... pc | AL1(5,11,8,6,12,7,6,12,9,0,3,5,2,14,15,9) SR T i ],
....... DC | ALl (14,0,4,15,13,7,1,4,2,14,15,2,11,13,8,1) T i .
DC | ALl (3,10,10,6,6,12,12,11,5,9,9,5,0,3,7,8), 209
bC | | ALl(4,15,1,12,14,8,8,2,13,4,6,9,2,1,11,7), i g
5 pc . | |aLi(1s,s,12,11,9,3,7,14,3,10,10,0,5,6,0,13) P
*
IBM F‘orrn }6;582.—1‘ " |BM F‘OFI
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System / 360 Assembler

IB

Programmschema
Programm DES/370 Lochhinweise Peibiam E]:D Prograr
Zeichen s s
Programmierer Bernd Fix Datum 1937 Lochung Seite L},gilnl vl 17— Prograr
Anweisung Karte it
Name Operation Operand und Bemerkungen Nr.
1 8| |0 14 20 30 3s 40 4s 50 55 60 £5:000 70 78 80 e Lt
R0 R R DRSS TR CEE e & W
R1, EQU .| |1, 3 s i i S e Sk SRR R R o020 | . .
R2 EQU | ]2, o : RGeS .. . W3l ..
R EQU ., | |3 e T AN L X g .
R4, EQUNL TN 4 el R b ope S T o e e 058
RoE 0 . O M . (069
REE &0 EQU |6 B e e d 19.7.9
Rl EQU. . Bl 7 : P Vir R e . s pEsE | . .
RS, ZORREE AT LA W PROB . - : g : [6.9.9
ROE EQU | |9 ki . 1,0,0
RIO, . ...  MEQU H10 O e : T
R R E0U, TR o e e L PPN AP
R12 EQU, = O s ity iy el S e 11,39
R13 . | EQU 13 R i b, Lagl R 180 | .
R14 EQU 14 PR At RN T 159
R1>5 | EQU | |15, ; At T PR e 1,60
” N ARSI F O S 1,70
: IR el IR 1.8.9
s WO B i T .
...... ; 209

IBM For



